ACCESS SECURITY REQUIREMENTS
It is a requirement that all Clients take precautions to secure any system or device used to access consumer reports, credit risk scores, and other sensitive information
(collectively, “Information Services”) from First Advantage CREDCO, LLC (“FAC”). To that end, Client must comply with the following requirements:
1.

Client’s account number and password must be protected in such a way that this sensitive information is known only to Authorized Employees. Authorized Employees are
employees of Client who have access to Information Services. Under no circumstances are unauthorized persons to have knowledge of your Client’s password or
account number. The information may not be posted in any manner within Client’s facilities. Prior to providing an Authorized Employee with access to any Information
Service, Client will provide the Authorized Employee with adequate training regarding these Access Security Requirements, the Fair Credit Reporting Act, the GrammLeach-Bliley Act, and other applicable laws, and will require the Authorized Employee to agree to comply with all such requirements and laws (together, “Employee
Requirements”). Client will not add any employee as an Authorized Employee unless the employee has received the required training and has agreed to comply with the
Employee Requirements. FAC will protect Client’s access by enforcing a limit of 5 consecutive invalid access attempts by a user during a 30 minute period.

2.

Any system access software Client uses, whether developed by Client or purchased from a third party vendor, must have Client’s account number and password "hidden"
or embedded so that the password is known only to Authorized Employees. Password files must be encrypted (128-bit encryption or stronger). Each Authorized
Employee of Client’s system access software must then be assigned unique log-ons and passwords.

3.

User IDs and passwords must be deactivated immediately upon an Authorized Employee’s termination or change of job assignment. User identifiers and logon
processes may not be transmitted in clear-test across internal or external networks. All users are required to change passwords whenever there is any indication of
possible system or password compromise. Passwords cannot be changed for a minimum of 10 days. The minimum password age must be set to 10 days on all systems.
Passwords must not be the same for 5 consecutive times.

4.

Password management must conform to the following best practices:
•
Minimum 8 characters in length
•
Mix of alpha, numeric, and special characters
•
Passwords must expire every 90 days
•
No re-use of a password for 6 months
•
No automatic scripting of passwords

5.

Client’s account number and passwords are not to be discussed by telephone to any unknown caller, even if the caller claims to be an employee of FAC.

6.

The ability to obtain Information Services must be restricted to Authorized Employees.

7.

Any terminal devices used to obtain Information Services must be placed in a secure location within Client’s facility. Access to the devices must be difficult for
unauthorized persons.

8.

Any devices/systems used to obtain Information Services must be turned off and locked after normal business hours, when unattended by Authorized Employees.

9.

Hard copies and electronic files of Information Services are to be secured within Client’s facility and protected against release or disclosure to unauthorized persons.

10.

Hard copies of Information Services are to be shredded or destroyed, rendered unreadable, when no longer needed and when it is permitted to do so by applicable law.

11.

Electronic files containing Information Services must be completely erased or rendered unreadable when no longer needed and when destruction is permitted by
applicable law.

12.

Software cannot be copied. Software is issued explicitly to Client solely to access Information Services.

13.

Client employees will be forbidden to attempt to obtain Information Services on themselves, associates or any other persons, except in the exercise of their official duties.

14.

Credit Reports will not be ordered for employment purposes unless approved in writing by FAC.

15.

The only acceptable media for receiving and/or transmitting Information Services or any part thereof, are as follows:
•
private networks;
•
secure internet connections (if approved by FAC in writing);
•
via traditional facsimile.

16.

Information Services may not be received and/or transmitted through the following:
•
via internet e-mail;
•
via third party facsimile service providers.

17.

Any person who knowingly and willfully obtains information on a consumer from a consumer reporting agency under false pretenses, shall be fined under title 18, United
States Code, imprisoned for not more than 2 years, or both.

18.

If unauthorized access to Information Services is discovered or suspected, Client shall immediately notify FAC and further undertake all remedial efforts within Client’s
power and control to cure such unauthorized access or use.

19.

If employees of Client will be accessing Information Services via laptop computers, such laptop computers must have (a) full disc encryption (meaning, the hard drive is
fully encrypted with at least AES 256-bit encryption), and (b) pre-boot authentication to encryption software (meaning, before the laptop’s operating system starts, the
employee must authenticate himself/herself, as applicable, with a password or token before the operating system will start).
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20.

Implement and follow current best security practices for computer virus detection scanning services and procedures:
•
Use, implement and maintain a current, commercially available computer virus detection/scanning product on all computers, systems and networks;
•
If you suspect an actual or potential virus, immediately cease accessing the system and do not resume the inquiry process until the virus has been eliminated;
•
On a weekly basis at a minimum, keep anti-virus software up-to-date by vigilantly checking or configuring auto updates and installing new virus definition files.

21.

Implement and follow current best security practices for computer anti-Spyware scanning services and procedures:
•
Use, implement and maintain a current, commercially available computer anti-Spyware scanning product on all computers, systems and networks;
•
If you suspect actual or potential Spyware, immediately cease accessing the system and do not resume the inquiry process until the problem has been resolved and
eliminated;
•
Run a secondary anti-Spyware scan upon completion of the first scan to ensure all Spyware has been removed from your computers;
•
Keep anti-Spyware software up-to-date by vigilantly checking or configuring auto updates and installing new anti-Spyware definition files weekly, at a minimum. If
your company’s computers have unfiltered or unblocked access to the Internet (which prevents access to some known problematic sites), then it is recommended
that anti-Spyware scans be completed more frequently than weekly.

22.

Only open email attachments and links from trusted sources and after verifying legitimacy.

23.

Disable vendor FAC default passwords, SSIDs, and IP addresses on wireless access points and restrict authentication on the configuration of the access point.

24.

Perform regular tests on information systems (port scanning, virus scanning, vulnerability scanning).
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NOTICE TO USERS OF CONSUMER REPORTS: OBLIGATIONS OF USERS UNDER THE FAIR CREDIT REPORTING ACT
The Federal Fair Credit Reporting Act (FCRA), 15 U.S.C. 1681y, requires that this notice be provi ded to inform users of consumer reports of their legal
obligations. State law ma y impo se additional requirements. The t ext of the F CRA is set forth in f ull at the Federa l Trade Commi ssion’s Website a t
www.ftc.gov/credit. At the end of this document is a list of United States Code citations for the F CRA. Oth er inf ormation about user duties is also
available at the Commission’s Web site. Users must consult the relevant provisions of the FCRA for details about their obligations under the
FCRA.
This first section of this summary sets forth the responsibilities imposed by the FCRA on all users of consumer reports. The subsequent sections discuss
the duties of users of reports that contain specific types of information, or that are used for certain purposes, and the legal consequences of violations. If
you are a fu rnisher of informatio n to a consumer reporting agenc y (CRA), you ha ve additional obli gations and w ill receive a sep arate notice from the
CRA describing your duties as a furnisher.
I.

OBLIGATIONS OF ALL USERS OF CONSUMER REPORTS

A.

Users Must Have a Permissible Purpose

Congress has limited the use of consumer reports to protect consumers' privacy. All users must have a permissible purpose under the FCRA to obtain a
consumer report. Section 604 of the FCRA contains a list of the permissible purposes under the law. These are:
•

As ordered by a court or a federal grand jury subpoena. Section 604(a)(1),

•

As instructed by the consumer in writing. Section 604(a)(2),

•

For the extension of credit as a result of an application from a consumer, or the review or collection of a consumer's account. Section 604(a)(3)(A),

•

For employment purposes, including hiring and pro motion decisions, where the consumer has given written permission. Sections 6 04(a)(3)(B) and
604(b),

•

For the underwriting of insurance as a result of an application from a consumer. Section 604(a)(3)(C),

•

When there is a legitimate business need, in connection with a business transaction that is initiated by the consumer. Section 604(a)(3)(F)(i),

•

To review a consumer's account to determine whether the consumer continues to meet the terms of the account. Section 604(a)(3)(F)(ii),

•

To determine a consumer's eligibility for a license or other b enefit granted b y a governmental in strumentality req uired b y la w to consider an
applicant's financial responsibility or status. Section 604(a)(3)(D),

•

For use b y a pot ential investor or servicer, or current insure r, in a valuation or assessment of the credit or prepa yment risk s associated with an
existing credit obligation. Section 604(a)(3)(E),

•

For use b y state and local officials in
Sections 604(a)(4) and 604(a)(5).

connection w ith the de termination of child support pa yments, or modifications and enfo rcement thereof.

In addition, creditors and insurers ma y obtain certain consumer report information for the purpose of making “prescreened” unsolicited offers of credit or
insurance. The particular obligations of users of "prescreened" information are described in Section VII below.
B.

Users Must Provide Certifications

Section 604(f) of the FCRA prohi bits any person from obtaining a consumer repor t from a consumer repor ting age ncy (CRA) unles s the person has
certified to the CRA the permissible purpose(s) for which the report is being obtained and certifies that the report will not be used for any other purpose.
C.

Users Must Notify Consumers When Adverse Actions Are Taken

The term "adverse action" is defined ver y broadly by Section 603 of the FC RA. "Adverse actions" include all busine ss, credit, a nd employment actions
affecting consumers that can be considered to have a negative impact as defined by Secti on 603(k) of the FCRA -- su ch as denying or canceling credit
or insurance, or den ying employment or promoti on. No adver se action occurs in a credit transact ion where the creditor makes a counteroffer that is
accepted by the consumer.
1.

Adverse Actions Based on Information Obtained From a CRA

If a user takes any type of adverse action as defined by the FCRA that is based at least in part on in formation contained in a consumer report,
Section 615(a) requires the user to notify the consumer. The notification may be done in writing, orally, or by electronic means. It must include
the following:
•

The name, ad dress, and telephone number of th e CRA (including a toll-free telephone number, if it is a nationw ide CRA) that p rovided
the report,

•

A statement that the CRA did not make the adverse decision and is not able to explain why the decision was made,

•

A statement setting forth the consumer's right to obtain a free disclosure of the consumer's file from the CRA if the consumer requests the
report within 60 days,

•

A statement setting forth the cons umer's right to dispute directly with the CRA the a ccuracy or completeness of any information provided
by the CRA.
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2.

Adverse Actions Based on Information Obtained From Third Parties Who Are Not Consumer Reporting Agencies

If a person denies (or increases the charge
for) credit for personal, family , or househol d purposes based either w holly or part ly upon
information from a person other than a CRA, and the information is the type of consumer information covered by the FCRA, Section 615(b)(1)
of the FCRA requires that the user clearly and accurately disclose to the consumer his or her right to be told the nature of the information that
was r elied upon if the consumer makes a written request
within 60 days of n otification. The user must provide the disclosure w ithin a
reasonable period of time following the consumer's written request.
3.

Adverse Actions Based on Information Obtained From Affiliates

If a person takes an adverse action involving insurance, employment, or a credit transaction initiated by the consumer, based on information of
the t ype covere d b y the FC RA, and this information w as obtain ed from an entit y affiliated w ith the user of the information b y c ommon
ownership or co ntrol, Section 615(b)( 2) r equires the user to notif y the consumer of the adverse action. The notif ication must i nform t he
consumer that h e or she ma y obtain a disclosure of the natu re of the information relied upon b y making a written r equest within 60 days of
receiving the adverse action notice. If the consumer makes such a request, the use r must disclose the nature of the information not later than
30 days after re ceiving the requ est. If consumer report information is shared among affiliates and then used for an adverse act ion, the user
must make an adverse action disclosure as set forth in I.C.1 above.
D.

Users Have Obligations When Fraud and Active Duty Military Alerts are in Files

When a consum er has placed a f raud alert, including one relating t o identity theft, or an active dut y military alert with a nat ionwide consumer reporting
agency as defined in Section 603(p) and resellers, Section 605A(h) imposes limitations on users of reports obtained from the consumer reporting agency
in certain circumstances, including the es tablishment of a ne w credit plan and the i ssuance of additional credit cards. For in itial fraud alerts and active
duty alerts, the u ser must have re asonable policies and procedure s in place to form a belief that the user kno ws the identity of the applicant or contact
the consumer at a telephone number specified by the consumer; in the case of extended fraud alerts, the user must contact the consumer in accordance
with the contact information provided in the consumer’s alert.
E.

Users Have Obligations When Notified of an Address Discrepancy

Section 605(h) requires nationwide CRAs, as defi ned in Section 6 03(p), to notif y users that req uest reports when the address fo r a c onsumer provided
by the user in r equesting the re port is subs tantially differen t fro m the addresses in the consume r’s file. When t his occurs, u sers must comply w ith
regulations specifying the procedures to be followed, which will be issued by the Federal Trade Commission and the banking and credit union regulators.
The Federal Trade Commission’s regulations will be available at www.ftc.gov/credit.
F.

Users Have Obligations When Disposing of Records

Section 628 req uires that all users of consumer r eport information have in place procedures to properly dispose of r ecords containing this information.
The F ederal Trade Commission, the Securi ties and Exchang e Commission, and the banking and credit union regulators have issued r egulations
covering disposal. The Federal Trade Commission’s regulations may be found at www.ftc.gov/credit.
II.

CREDITORS MUST MAKE ADDITIONAL DISCLOSURES

If a person uses a consumer repo rt in connection w ith an application for, or a grant, extension, or provision of, credit to a c onsumer on material term s
that are materially less favorable than the most favorable terms available to a substantial proportion of consumers from or through that person, based in
whole or in part on a consumer report, the person must provide a risk-based pricing notice to the consumer in accordance with regulations to be jointl y
prescribed by the Federal Trade Commission and the Federal Reserve Board.
Section 609(g) requires a disclosure by all persons that make or arrange loans secured by residential real property (one to four units) and that use credit
scores. These persons must pro vide credit score s and other info rmation about cre dit scores to applicants, including the disclo sure set forth in Section
609(g)(1)(D) (“Notice to the Home Loan Applicant”).
III.

OBLIGATIONS OF USERS WHEN CONSUMER REPORTS ARE OBTAINED FOR EMPLOYMENT PURPOSES

A.

Employment Other Than in the Trucking Industry

If information fro m a CRA is used for emplo yment purposes, the u ser has specific duties, which are set forth in Section 604(b) of the FCRA. The user
must:
•

Make a clear and conspicuous written disclosure to the consumer before the report is obtained, in a document that consists solely of the
disclosure, that a consumer report may be obtained,

•

Obtain prior written authorization from the consumer. Authorization to access reports during the term of employment may be obtained at
the time of employment,

•

Certify to the CRA that the above steps have been followed, that the information being obtained will not be used in violation of any federal
or state equal opportunit y law or regulation, and that, if any adverse action is to be taken based on the consumer rep ort, a co py of the
report and a summary of the consumer's rights will be provided to the consumer,

•

Before taking an adverse action, provide a copy of the report to the consumer as well as the summary of the consumer's rights. (The user
should receive this summary from the CRA). A Section 615(a) adverse action notice should be sent after the adverse action is taken.

An adverse action notice also is required in employment situations if credit information (other than transactions and experience data) obtained
from an affiliate is used to deny employment. Section 615(b)(2),
The procedures for investigative consumer reports and employee misconduct investigations are set forth below.
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B.

Employment in the Trucking Industry

Special rules apply for truck drivers w here the only interaction between the consumer and the pote ntial employer is by mail, telephone, or computer. In
this case, the consumer ma y p rovide consent orally or electro nically, and an a dverse action ma y be made orall y, in w riting, or electronically. Th e
consumer may obtain a copy of any report relied upon by the trucking company by contacting the company.
IV.

OBLIGATIONS OF USERS OF INVESTIGATIVE CONSUMER REPORTS

Investigative consumer reports are a special ty pe of consumer report in which information about a consumer's chara cter, general reputation, personal
characteristics, and mode of livin g is obtained through personal in terviews by an entity or person that is a consumer reporting agency. Consumers who
are the subjects of such reports are given special rights under the FCRA. If a user intends to obtain an investigative consumer report, Section 606 of the
FCRA requires the following:

V.

•

The user must disclose to the consumer that a n investigative consumer report may b e obtaine d. This must be done in a written
disclosure that is mailed, or otherwise delivered, to the consumer at some time before or not later than three days after the date on which
the report was first requested. Th e disclosure must include a stat ement informing t he consumer of his or her right t o request a dditional
disclosures of the nature and scope of the investigation as described belo w, and must include the summary of consumer rights re quired
by Section 609 of the FCRA. (T he user should be able to obtain a copy of the notice of consumer rights from the CRA that provid ed the
consumer report,)

•

The user must certify to the C RA that the disclosures se t forth above have been made and th
described below,

•

Upon the written request of a co nsumer made w ithin a reasonable per iod of time after the disclosur es required ab ove, the user must
make a complet e disclosure of t he nature and s cope of the investigation. This must be made in a written statement that is mail ed, or
otherwise delivered, to the consumer no later than five days after the date on which the request was received from the consumer or the
report was first requested, whichever is later in time.

at the user will make the disclo sure

SPECIAL PROCEDURES FOR EMPLOYEE INVESTIGATIONS

Section 603(x) p rovides special procedures for investigations of suspected misc onduct by an emplo yee or for compliance w ith Fed eral, state or lo cal
laws and regulations or the rules of a self-reg ulatory organization, and compliance w ith written policies of the emplo yer. Th ese investigations are no t
treated as consumer reports so long as the employer or its agent complies with the procedures set forth in Section 603(x), and a summary describing the
nature and scope of the inquiry is made to the employee if an adverse action is taken based on the investigation.
VI.

OBLIGATIONS OF USERS OF CONSUMER REPORTS CONTAINING MEDICAL INFORMATION

Section 604(g) of the FCRA limit s the use of medical information obtained from consumer repo rting agencies (other than pa yment information that
appears in a coded form that doe s not identify the medical provide r). If the informa tion is to be u sed for an insurance transa ction, the consumer must
give consent to the user of th e report or the infor mation must be coded. If the report is to be used for emplo yment purposes—or in connection with a
credit transaction (except as pr ovided in regulations issued by th e banking and credit union regulators)—the cons umer must prov ide specific w ritten
consent and the medical information must be relevant. Any user who receives medical information shall not disclose the information to any other person
(except where necessary to carry out the purpose for which the information was disclosed, or as permitted by statute, regulation, or order).
VII. OBLIGATIONS OF USERS OF "PRESCREENED" LISTS
The FCRA permits creditors and insurers to obtain limited consumer report information for use in connection with unsolicited offers of credit or insurance
under certain circumstances. Sections 603(l) , 604(c), 604(e), and 6 15(d) This practice is known as "prescreening" an d typically involves obtaining a list
of consumers from a CRA w ho meet certain pre-established criteria. If any person intends to use prescreened lists, t hat person must (1) before the offer
is made, establish the criteria that will be relied upon to make the offer and to grant credit or insurance, and (2) maintain such criteria on file for a three year period beginning on the date on w hich the offer is made to each consumer. In addition, an y user must provide w ith each written solicitation a clear
and conspicuous statement that:
•

Information contained in a consumer's CRA file was used in connection with the transaction,

•

The consumer received the offer because he or she satisfied the criteria for credit worthiness or insurability used to screen for the offer,

•

Credit or insuran ce may not be e xtended if, afte r the consumer responds, it is deter mined that t he consumer does n ot meet the criteria
used for screening or an y ap plicable criteria bea ring on c redit worthiness or ins urability, or the consumer does not furnish re quired
collateral,

•

The consumer may prohibit the use of information in his or her file in connection with future prescreened offers of credit or insurance by
contacting the notification system established by the CRA that provided the report. This statement must include the address and toll-free
telephone number of the appropriate notification system.

In addition, once the Federal Trade Commission by rule has established the format, type size, and manner of the disclosure required by Section 615(d),
users must be in compliance with the rule. The FTC’s regulations will be at www.ftc.gov/credit.
VIII. OBLIGATIONS OF RESELLERS
A.

Disclosure and Certification Requirements

Section 607(e) of the FCRA requires any person who obtains a consumer report for resale to take the following steps:
•

Disclose the identity of the end-user to the source CRA,

•

Identify to the source CRA each permissible purpose for which the report will be furnished to the end-user,

•

Establish and follow reasonable procedures t o e nsure that repo rts are r esold only fo r pe rmissible purposes, including procedu res t o
obtain:
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(1)

the identity of all end-users,

(2)

certifications from all users of each purpose for which reports will be used and

(3)

certifications that r eports will not be used for any purpose other than the purpose(s) specified to the r eseller. Resellers must make
reasonable efforts to verify this information before selling the report.
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B.

Reinvestigations by Resellers

Under Section 611(f), if a consumer disputes the accuracy or completeness of information in a report prepared by a reseller, the reseller must determine
whether this is a result of an action or omission on its part and, if so, correct or del ete the informati on. If not, the reseller must send the dispute to th e
source CRA for reinvestigation. When an y C RA notifies the reseller of the res ults of an invest igation, the reseller must immed iately convey the
information to the consumer.
C.

Fraud Alerts and Resellers

Section 605A(f) requires resellers who receive fraud alerts or active duty alerts from another consumer reporting agency to include in their reports.
IX.

LIABILITY FOR VIOLATIONS OF THE FCRA

Failure to comply with the FCRA can result in stat e or federal enforcement actions, as well as private lawsuits. Sections 616, 617, and 621. In addition,
any person who knowingly and willfully obtains a consumer report under false pretenses may face criminal prosecution. Section 619
The FTC’s Web site, www.ftc.gov/credit, has more information about the FCRA, including publications for businesses and the full text of the FCRA.
Citations for FCRA sections in the U.S. Code, 15 U.S.C. Section 1681 et seq.:
Section 602

15 USC 1681

Section 603

15 USC 1681a

Section 604

15 USC 1681b

Section 605

15 USC 1681c

Section 605A

15 USC 1681cA

Section 605B

15 USC 1681cB

Section 606

15 USC 1681d

Section 607

15 USC 1681e

Section 608

15 USC 1681f

Section 609

15 USC 1681g

Section 610

15 USC 1681h

Section 611

15 USC 1681i

Section 612

15 USC 1681j

Section 613

15 USC 1681k

Section 614

15 USC 1681l

Section 615

15 USC 1681m

Section 616

15 USC 1681n

Section 617

15 USC 1681o

Section 618

15 USC 1681p

Section 619

15 USC 1681q

Section 620

15 USC 1681r

Section 621

15 USC 1681s

Section 622

15 USC 1681s-1

Section 623

15 USC 1681s-2

Section 624

15 USC 1681t

Section 625

15 USC 1681u

Section 626

15 USC 1681v

Section 627

15 USC 1681w

Section 628

15 USC 1681x

Section 629

15 USC 1681y
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